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Introduction

Simon Prinsloo

Vidisolve in Pretoria

Working with Progress since v.7 in 1996

Worked on various commercial systems

Mostly focused on CASE tools and implementing new
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Why Auditing?

> Business requirements

» Legal requirements
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About this case study

> Rep
> Rep

ace traditiona

ace traditiona

auditing

record history tracking

»Enhance visibility with context
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Preparation for auditing

1. Implement user authentication
» Preferably using CLIENT-PRINCIPAL

2. Add audit areas to database(s)

3. Enable auditing with proutil
» Offline ®
4. Set up audit security
5. Setup audit policies
6. Add audit context and events (Optional) EHELLENGE
7. Create audit reports EN\'CHANGE
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Deployment of auditing
1. Add audit areas to database(s)

2.

S

Enable auditing with proutil
» Offline ®

Set database identification
Set up audit security

Import audit policies PUG

Periodically archive audit data CHALLENGE
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Audit Context

Client Login Session (Client Principal)
Application Context (Developer)
Application Context (Developer)
Audit Event Group (Developer)

Audit Event Group (Developer)

Database Transaction
Database Transaction

Database Transaction
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Audit Context

Client Login Session (Client Principal)
Audit Event Group (Developer)
Audit Event Group (Developer)
Application Context (Developer)

Application Context (Developer)
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Database Transaction
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AUDIT-CONTROL system handle

METHODS PROPERTIES
»SET-APPL-CONTEXT( ) “*APPL-CONTEXT-ID

»BEGIN-EVENT-GROUP( )
»END-EVENT-GROUP( )
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Reporting

_db-detail

has

_[b-quid E =

_[Db-de=cription

_Db-mac-key ; has
_Db-custom- detail _‘_sk
client-ses=ion
_Client-=s ez =ior uuid E

_Client-name

U=z arid(IE1. 1)

_Authentication d ate-time (IEZ.1)
_Sener ugid
_Awthenticationrdomaintype
_Awthenticatiorrdomain-name
_Db-guid (FE) (IEZ. 1)

_Seszzior custom-detail
_Auwdit-data s e curity - lewel
_Datazeal

_aud-ewe nt
_Ewentid g

_Ewvent-type (IE1.1)
_Bwent-name (IE1.2)

_Ewent-des cription (IEZ.1)

cregted

_aud audit-d ata

cornsists of

_Audit-data-guid E |

_[Databas e connection-id (1E1.1)
_Cliant-= ez sion-uuid (FEJ(IE1.Z)
_Us=erid (IEZ.1)
_FAudit-date-time [1IES. 1)
_Audit-eve nd- group (F KD CES )

“ife] Db-guid (F 1) (E3.2)

_Tran=action-id (IEZ2.2)
_Tran=saction-zequence (IE3.4)

_Fwent-id (FFI(IE2 1 i
_Event context (IEG. 1) A
_Application context-id (FI)(IET. 1) B
_Ewert detail : |
_Audit-custom- detail

_Audit-data-s e curiby- [ewel |
_[Datazeal |

L iz the group for

aud- audit-d ata-walue

=
_Audit-data guid (FED)
_Fieldname (IE1. 1)
_Continuation-sequence

_Datatypecode
_Old-=tringwalua
_Mewkstring-wvalue
_O1d-blab-walue
_Mew-blob-walue
_Old-zlab-value
_Mewclob-walue

_[rata= eal

_Audit-dats security- lewe|
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Examples
Add audit areas to database(s)

# Audit.st
d "AuditData":90,04;512
d "AuditIndex":91,64;512

proenv>prostrct add Koine ..\audit.st
OpenEdge Release 11.7 as of Mon Mar 27 10:21:54 EDT 2017

Formatting extents:

size area name path name

512

AuditData C:\Projects\Koine\Databases\Koine\Koine 90.dl1 00:00:00
512

AuditIndex C:\Projects\Koine\Databases\Koine\Koine 91.d1 00:00:00

proenv>

EYCHANGE
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Examples
2. Enable auditing with proutil

proenv>proutil Koine -C enableauditing area "AuditData" indexarea "AuditIndex"
OpenkEdge Release 11.7 as of Mon Mar 27 10:21:54 EDT 2017
Auditing has been enabled for database Koine. (12479)

proenv>

CHALLENGE
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Examples

3. Setup database identification

Database ldentification Maintenance (koing)

DB Identifier: | SpeapdwE kCFDSYnPI0Id

DB Paszkey:

e New Database Passkey/Identifier (koine)

DB Description:

Additional Details: DE Identifier: | svzergDoglE kFBJtetHS pu |
DB FPazzkeyw: || | Indo
Werify Pazshey: | |
| ok, | | Cancel | Database ldentification Maintenance (koine)
Genarating a new Database Passkey or | DB Identifier:|svzssaDogl EKFB.teAHS pu |

databaze iz identified in ukliies that use th

DB Paszzkew

'ou should be very certain that it iz pour i
achion befare zaving changes. DB Description; [Konelewl |

= PUG
CHALLENGE
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Examples
4. Setup audit security

Edit User List
Uszer 1D Drarnain M arne zer Mame Paszswar d SCL Only | Add... |
Adrmin F.oine Audit Adrin yes no .
Modify...
Archiver K.oine Audit Archiver (=5 no
£ >
[ oK | cancel Help
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Examples

4. Setup

audit security

Edit Audit Permissions (koing)

i
i
£

J dzerld Perrmizzion

{Admin Application Audit Event [nzerter
| &dmin Audit Administratar
J Archiver Audit D ata Archiver

Idgerld
Permizzion

[arantar

Comments:

; Admin
: Application Audit Event Inzerter
- Admin

Can Grant Permizzions for &pplication Audit Event [nserter

| Done

| | Grant | Save Capncel |Eevuke| | Help

zer ID: admin
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Examples
5. Setup audit policies

Audit Policy Maintenance

File Policy Help

Audit Policy Maintenance

Wwiorking database: | kol

Audit policy name

File
Working database: | koine

Policy Help

Audit Policy Maintenance

File Policy Help
“Wworking database: | kaoine

~

Ap!:uli-:ation Audit palicy name Available Audit Policies
K.aine-Core Application Audit palicy nanme Audit palicy description Active
FSC-App-Tables Kz Application Application events [context and event groups) WO
P5C-Audit PSC-pp-T ables Kaine-Care K.oine Care Auditing wES
PSC-User Fo CoAudit PSC-4pp-Tables Database record CUD operations MO

X PSC-Audit Audit policy and adrinistration MO

4 - | |PSC-User

F R EE == PSC-Uszer Authentication operations ES

Policy | Audit Table:

EETrT T
Policy Audit Tables | Audi §

EET-EY

Policy | AuditTables | AuditFields  Audit Events
- Table name Selected Audit Events
Audit policy bCellemskn Event id Event name Event type Event Lewel Criteia  Event description
- krHoliday 5100 _sps.db.rec.create [ata On HO [Database record create
Audit policy desc krtodulzParam 5101|_sys.db.rec.update Data On MO [Dratabase record update
_ knrgarisationParam 5102 _syz.db.rec.delete Data On HO Database record delete
Data zecurit
kn5hutdown
Audit custorn detai knT axCods P U
knT a=Fate
Display System Events
rAudit Table Details—— Audit Event Detail
Table name: knCalend4 Criteria:
Eventid: =100 Y
Audit create level | Audit table
Audit update level: | Audit table Event level | On v
At delete level | Audit tabls \ AM E R |C AS
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Reporting on audit data

=aud—audit-data
_Awudit-data-guid

_Databas & connection-id (1IE1.1)
_Client-z ession-uuid (FIK){IE1.2)
_Userid (IE2.T)

_Audit-date-time ( IES. 1)
_Audit-event group (FE) (IE3.1)
< _Db-guid (FK) (IE3.2)
_Transaction-id (IE3.23)
_Transaction-sequence (IE3.4)
_Evert-id (FK)(IE4.1)

_Ewernt- context (IEG. 1) :
_Applic ation contexd-id (FE) (IE7.1) §
_Ewvenrt- detail :
_Audit-custom-detail
_Audit-data-s e curity- lewel
_Dataseal
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Separators used in the data

DEFINE PUBLIC STATIC PROPERTY Field AS CHARACTER NO-UNDO INIT "~006" GET.

DEFINE PUBLIC STATIC PROPERTY Record AS CHARACTER NO-UNDO INIT "~007" GET.

DEFINE PUBLIC STATIC PROPERTY Array AS CHARACTER NO-UNDO INIT GET.

Remember the code works in octal, watch out for CHR(8)!
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Some code
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Questions?
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Feedback welcome

Simon Prinsloo

simon@vidisolve.com
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